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GRAPHICAL USER INTERFACE, SYSTEM AND METHOD FOR DISPLAYING ROUTE AND PATH
MONITORING INFORMATION

FIELD OF THE INVENTION

The invention relates to network management and, in
particular, to a system and method for the management of routes

in telecommunications networks.
BACKGROUND OF THE INVENTION

In today’s large telecommunications networks such as
core networks used for Internet service providers (ISPs) or
major corporate backbones, network management plays an
important role in maintaining network stability, performance
and efficiency. Network management is used to perform a
variety of functions including the detection and correction of
fault conditions, and the identification, configuration and
monitoring of use, of network devices for cost allocation and

performance evaluation.

Presently, the vast majority of networks are managed
at the physical or device level by a centralized management
entity commonly known as a network manager server (hereinafter
“network manager”) whereby devices in the network such as
routers and physical layer interfaces are each individually
polled by the network manager for status updates. However, in

many situations, this process is not time-efficient.

For example, in the event of a congestion point
causing unusual traffic delays or a failure causing a traffic
interruption along a particular routing path, each network
device located along that particular path and involved in the
transmission of the traffic delayed or interrupted as a result
of the congestion point or failure must be polled by the
network manager to locate the source of the problem. Polling

multiple devices each time a problem arises along a particular
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routing path is therefore time-consuming and as a result,
substantially lengthens the time necessary to solve the
problem.

Because polling of multiple network devices is time-
consuming, most problems encountered in a network may
deteriorate or improve by the time a network manager is able to
track down the root of the problem, making it more difficult to
ascertain its true nature. Moreover, in many cases, clients
only report network problems long after their occurrence which,
by that time, may not be visible problems anymore. This is
pParticularly true of congestion points which are intermittent
by their very nature and only occur in heavy traffic

conditions.

In ascertaining the nature of a particular problem,
it is often necessary for the network manager to determine
which clients are affected and the manner in which those
clients are affected. This typically requires a network-level
analysis of each problem by considering the performance history
of the particular routes and paths used by each client. A
route is a static concept typically defined by a source start
point and a destination end point in a network. By contrast, a
path is a dynamic concept associated with a particular route.

A path is defined as the set of network devices and their
respective interfaces traversed by traffic travelling in a
particular direction at any given point in time on the

particular route.

However, current device-level management applications
do not provide the necessary tools for efficiently monitoring
routes and paths. As a result, these problems become virtually
impossible to solve and may persist indefinitely. Therefore,
there is a need to provide network operators with the ability
to monitor the performance history of routes and paths for
efficient troubleshooting of problems arising in a network.
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Another drawback of the use of device-level
management is that it does not address real-time performance
issues at a routing path level which often arise in a network
as a result of problems occurring at the device level such as
congestion points and link or equipment failures. Device-level
management only deals with performance issues for which the
network devices are individually responsible. However, this
“device-level view” does not provide a path-level understanding
of the overall real-time performance of all the devices

defining a particular path of a particular route.

For example, in correcting a congestion problem,
device-level management does not address whether the data
transmitted on a particular source-destination route follows
the

path provisioned for it or whether it has been rerouted to an
alternate path. Paths for a given route are typically
dynamically selected by routing protocols.

When traffic is rerouted due to a failure in the
network, another real-time performance issue not addressed by
device-level management is whether the alternate path chosen
has the requisite capacity for accommodating the traffic
delayed or interrupted or whether the traffic as redirected
will maintain the same level of service it had prior to being
redirected. As network routes are currently sold to network
clients with a specific quality of service (QoS), adequate
configuration and path provisioning of network routes is
becoming increasingly important. Therefore, there is a need
for providing a network with adequate real-time performance
monitoring and path provisioning capability for maintaining
performance in a network and meeting ever increasing QoS

demands.

The need to deal with device-level problems in a more

time-efficient manner and address real-time performance issues
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arising as a result of the occurrence of device-level problems
has triggered the emergence of what is now known in network
management as trace routing. Trace routing applications allow
some form of network-level management of paths and routes by
relying on test messages to perform path discovery of specified
routes. In particular, current trace routing implementations
determine the path likely to be followed by traffic for a
particular source-destination route by sending one or more test
packets from the source node to the destination node and
summarizing the results. However, this method has a number of
disadvantages. First, the trace routing of any given source-
destination route can only be performed from the source node.
Another disadvantage is that most network devices are not
properly instrumented to do this function and do not treat the
test packets with the same priority than normal traffic.
Therefore, the results obtained with this method are not truly
representative of how the network devices handle their
respective traffic in real-time. As a result, there has been a
need for an improved network management system for managing and
monitoring paths and routes in a network and also for

monitoring the behaviour of network devices in real-time.

A solution to this problem has recently been proposed
in U.S. Application No. 09//288,565 filed April 9, 1999 by Mark
Robinson and Larry Franko, entitled “Routes and Paths
Management”, and assigned to the same applicant as this
application which teaches a method and apparatus whereby
information pertaining to the paths traversed in particular
routes can be obtained. This application is hereby
incorporated by reference in its entirety. The information is
collected by polling the individual network elements and
performing some manipulation of the data thus obtained to
determine the paths taken for a particular route between two
points in a network, for example between two IP addresses.

This allows path and route level network management to be

performed. This has provided a substantial improvement over
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the state-of-the art discussed above in which device-level

management is performed.

Referring now to Figure 2, a flowchart for a very
simplified version of the method taught in the above-identified
U.S. patent for the collection of data from a network is
displayed. Firstly, the raw data is collected from the network
using conventional network management data collection
techniques. Next, this data is processed so as to identify
paths of selected routes, and then the data is stored as a
function of time in association with the identified paths and

routes in a database.

While the above referenced application teaches how
the route and path information may be collected, this is such a
departure from the conventional information made available to
network management applications that conventional GUI
(graphical user interfaces) are incapable of making an
effective use of this information. It would be advantageous to
have a GUI which makes effective use of the improved route and

path information.
SUMMARY OF THE INVENTION

It is an object of the invention to obviate or mitigate one or
more of the above identified disadvantages and shortcomings of

current network management applications.

In a broad aspect, the present invention provides a
method for managing a network in which a route from a first
point to a second point takes different paths. In this method,
device-level status and performance information is collected
from the network, the device-level status and performance
information is then transformed into path and route
information, parameters which characterize the state of each of
a number of paths on the route are calculated, and the
parameters of each of the paths is displayed graphically.
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In another aspect, the present invention provides a
method in a computer system for displaying network management
information for a route on a network. The route has a
plurality of paths between a first point and a second point,
and the method comprises displaying a structure of the paths

comprising the route.

In a further aspect, the present invention provides a
method in a computer system for displaying network event
information. 1In this method, a timebar representing time
between a start time/date and an end time/date is displayed,
and network event icons pictorially representing network events
occurring in the network are displayed on the timebar. The
location of the network event icons along the timebar visually
communicates the time at which the network events were first
detected.

Advantageously, the present invention provides a
method of displaying route and path performance information for
a network in an informative and easily-understood format. The
present invention also allows a user to easily and .
interactively explore the inter-relationship between time,
network events, route infrastructure and route/path
performance, to facilitate isolation of potential and actual

sources of problems in the network.
BRIEF DESCRIPTION OF THE DRAWINGS

Preferred embodiments of the invention will now be

described with reference to the attached drawings in which:

Figure 1 is a block diagram of a network connected to
a network management device featuring a graphical user

interface according to an embodiment of the invention;

Figure 2 is a flowchart showing how data may be
collected from the network of Figure 1;
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Figure 3 is an illustration of a graphical user
interface (GUI) according to an embodiment of the present
invention showing example path and performance characteristics
for a sample route, showing a start portion of the sample route

5 in a route panel;

Figure 4 is an illustration of the GUI of Figure 3
showing an end portion of the sample route in the route panel;

Figure 5 is an illustration of the GUI of Figure 3

showing link information for a selected link;

10 Figure 6 is an illustration of the GUI of Figure 3

with a time of 14:20 selected on a timebar;

Figure 7 is an illustration of the GUI of Figure 3
with a time of 15:20 selected on the timebar;

Figure 8 is an illustration of the GUI of Figure 6
15 with path 5 selected in a paths panel;

Figure 9 is an illustration of the GUI of Figure 8

showing node information for a selected node;

Figure 10 is an illustration of the GUI of Figure 8
with a time of 18:00 selected on the timebar;

20 Figure 11 is an illustration of the GUI of Figure 10

showing network event information for a selected network event;

Figure 12 is an illustration of the GUI of Figure 10

showing network event options for a selected network event;

Figure 13 is an illustration of the GUI of Figure 10
25 with path 8 selected in the paths panel;

Figure 14 is an illustration of the GUI of Figure 13
with a dataset indicator pull-down menu displayed in a

performance panel;
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Figure 15 is an illustration of the GUI of Figure 14
with "Selected Paths" having been selected in the dataset
indicator pull-down menu, and with a horizontal axis parameter
indicator pull-down menu displayed in the performance panel;

Figure 16 is an illustration of the GUI of Figure 15
with "Time" selected in the horizontal axis parameter indicator

pull-down menu of the performance panel;

Figure 17 is an illustration of the GUI of Figure 16
with "All Paths" selected in the dataset indicator pull-down

menu of the performance panel;

Figure 18 is an illustration of the GUI of Figure 17

with the top-most data line selected in the performance panel;

Figure 19 is an illustration of the GUI of Figure 18
with the second-from-the-top data line additionally selected in

the performance panel;

Figure 20 is an illustration of the GUI of Figure 19
with "Selected Paths" having been selected in the dataset

indicator pull-down menu;

Figure 21 is an illustration of the GUI of Figure 20
with a selected window of the performance panel dragged to the
centre of the GUI;

Figure 22 is an illustration of the GUI of Figure 21

with the selected window of Figure 21 closed;

Figure 23 is an illustration of the GUI of Figure 22
with "Selected I/Os" selected in the dataset indicator pull-

down menu of the performance panel;

Figure 24 is an illustration of the GUI of Figure 23

with the top-most data line selected in the performance panel;
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Figure 25 is an illustration of the GUI of Figure 23
with the second-from-the-top data line selected in the
performance panel;

Figure 26 is a flowchart for the calculation of
information to be displayed in the preferred embodiment GUI of
Figure 3;

Figure 27 is a flowchart for how parameters for a
given point in time are calculated for display using the GUI of
Figure 3;

Figure 28 is a flowchart for how the GUI of Figure 3

is updated when a new time is selected;

Figure 29 is a flowchart for how the GUI of Figure 3

changes when a path is selected in the paths panel; and

Figure 30 is a flowchart for how an X-Y graph
displayed in the performance panel of the GUI of Figure 3
changes when a new time, horizontal axis parameter, vertical

axis parameter or dataset are selected.
DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

Referring now to Figure 1, an NMD (network management
device) 10 is shown connected to a database 12 and a data
collector 14 connected to a network 16 which might for example
be an IP (Internet protocol) network. The data collector 14 is
capable of collecting information from the network 16 for
different routes and more particularly for all of the paths
which make up different routes, and optionally processing this
information to convert it to a more useful format. It may for
example be the data collector 21 taught in the above referenced
U.S. Patent Application No. 09/288,565. The information
collected by the data collector 14, and optionally processed,
is stored in the database 12. The database 12 may also have
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stored on it architectural, technical, and identification data

for various routes in the network 16.

The NMD 10 has a network management processor 19
which is connected to a display 21, and user input devices such
as a keyboard 22 and a mouse 23. If the display 21 is touch
sensitive, then the display itself provides a user input
device. The NMD 10 also has a local database 29. The NMD 10
is adapted to perform two functions. Firstly, it presents a
GUI 24 on the display 21 to enable the presentation of
information to a user in a coherent manner and to enable the
receipt of instructions from the user through the user input
devices 22, 23. Secondly, it performs processing on data
stored in the database 12 in accordance with instructions
received from the user through the GUI 24 to put it into a form

suitable for display.

The network 16 is a network of interconnected
communication devices permitting communication of data from one
point in the network to another. Examples of networks are
local area networks (LANs), wide area networks (WANs), the
Internet, networks of microwave antenna base stations,
satellite networks, or some combination or subset thereof.
Regardless of the specific type, the network 16 comprises a
number of nodes (not shown), interconnected by communication
links (not shown). Nodes represent communication devices such
as routers or antenna base stations, while the links represent
any means of communication between two nodes, whether such
communication takes place through copper wire, optical cable,
microwaves, or any other means of communication. Each node may
be directly connected to only one other node, or may be
directly connected to a number of other nodes. Between two
nodes which are directly connected, there may be one or more
logical communication links. Each node has an interface
associated with each link to which it is connected. As
discussed earlier, a route is defined by a source start point
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